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For a modern military force, operating RF 
jammers in a networked battlespace is 
fraught with difficulties. Its own 

communications and those of both friendly 
forces and civilian entities, including 
government agencies, NGOs, corporations and 
private individuals, are heavily dependent on 
uninterrupted access to the airwaves.

Armies must be able to protect their troops 
from remote-controlled IEDs (RCIEDs), jam 
hostile tactical communications and disrupt 
enemy surveillance, acquisition, targeting and 
weapon guidance radars and projectile fuses, 

Jam
sessions

A new wave of electronic attack systems is confronting the 
issue of suppressing enemy communications while 
ensuring minimal collateral disruption to allied capabilities. 
Peter Donaldson reports on recent developments.

The Multi-Role Jammer is capable of analysing the spectrum of RF signals around a vehicle. (Photo: Airbus DS)

while maintaining their own communications 
and interoperability within coalitions as well as 
causing minimal collateral disruption.

This is a tall order, but a new generation  
of smart multi-function force protection  
and electronic attack systems is emerging  
that benefits from advances in software-
defined radio and advanced computer 
processing technologies.
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smart management of the jammers themselves 
and intermediary technologies that link 
jammers and communications radios on a 
platform so that they can ‘play nicely’ together. 
Leading the charge in the latter category is 
Harris – through the division that used to be 
Exelis – with the Integrated Protection and 
Transmission System (iProTxS), a self-contained 
arbitration box with connections to radios and 
ECM equipment, versions of which are available 
for vehicles and dismounted soldiers. 

Chris Reith, managing director of the Harris 
facility at Basingstoke in the UK outlined  
some of the limitations of earlier approaches 
to enabling communications in a heavy  
ECM environment, such as frequency filters, 
for example. 

‘They are very bulky and also only work on a 
fixed frequency band, so it limits the capability 
of your radio communications, because  
most radio communications, especially in a 
tactical environment, work in a wide range of 
frequencies and hop across those frequencies’, 
he told Digital Battlespace at the DSEI exhibition 
in London in September. ‘It also opens the 
communications up to certain techniques  
that could be used to jam, intercept or geo-
locate it.’

If hostile forces realise that a particular 
restricted band of frequencies dictated by a 
filter system is being operated on, they know 
where to concentrate the exploitation efforts, 
noted Reith. In contrast, iProTxS uses a 
technique that is not frequency-based, 
enabling the radio to use all of its design 
spectrum and built-in ECCM techniques  
while the jammer is in operation.

‘It works between the radio and the jammer 
to allow communications to go out in very 
small bits and pieces that are undetectable and 
do not impact the jammer,’ he explained.

nn  COMMS PRESERVATION
With the communications radio and jammer 
linked and talking to each other, Harris applies  
a closely guarded technique that preserves 
most of the radio’s communications capability 
despite the jamming.

‘When you are operating in an ECM 
environment, it is going to affect your 

communications to some degree.’ Added Reith. 
‘What iProTxS allows you to do is get probably 
80-90% of that capability back.’

The need for something like iProTxS 
became obvious in Afghanistan, where 
convoy operations came to rely heavily on 
ECM to counter the RCIED threat, forcing a 
choice not only between protective jamming 
and communications within the convoy, but 
between protection and interoperability,  
he explained. 

‘When they turn their jammers on in a 
normal environment they will lose their 
interoperability and communications with 
friendly forces on the ground,’ he said. ‘What 
iProTxS does is not only allows communications 
to happen through the convoy, but with all  
the friendly forces in the area of operation.’

To achieve that, these forces must also  
be equipped with iProTxS. For dismounted 
soldiers this means iProTxS Lite, a palm-sized 
battery-powered unit that is designed to  
work with manpack and handheld radios  
and jammers. 

Designed to fit a standard radio rack, the 
vehicle-mounted version features antenna 
connections for RF-in from the external 
antenna and RF-out to the host radios, and  
a data connection for the radios – one to the 
jammer, one for a handset, another for a 
remote control box, a GPS antenna and  
one for DC power.

Measuring approximately 200x150x76mm, 
the unit weighs about 1.5kg – the company 
gives approximate numbers because the 
precise ones depend on the individual iProTxS 
model. It is designed to be compatible with 
narrowband radios in fixed-frequency or 
frequency-hopping modes and analogue (FM) 
or digital modulations, including secure 
encrypted operations.

Harris also sees applications for iProTxS 
beyond IED jamming. ‘It can be used to 
de-conflict any two RF sources,’ noted Reith. ‘So 
we are seeing applications across the defence 
spectrum. Anywhere you’ve got ECM and you 
are using RF signalling, you can apply this 
technique. We’ve had a lot of interest from 
DSTL [the UK Defence Science and Technology 
Laboratory] and we’ve done field trials on 

nn  SAME TARGETS
Regardless of technological progress, the 
fundamentals of EW do not change. One  
of those is that the target of any jammer is 
always a radio receiver. That receiver might  
be a component of a radar set on a strike 
fighter, a missile seeker, a combat net radio  
in an armoured vehicle, a soldier’s personal 
role radio or a mobile phone hooked up to  
an IED detonator.

The jammer’s task is to ensure that the 
receiver and its associated signal processing 
system cannot extract the information they 
need, either by swamping the desired signal 
with noise, as in cover jamming, or causing a 
radar processor to draw false conclusions about 
the velocity or location of a target it is trying to 
track, as in deception jamming.

Jammers used in the C-IED role, for example, 
typically use cover jamming to prevent  
the receiver in the bomb from getting the 
detonation signal, whereas a self-protection 
jammer on an aircraft might use deception 
jamming to persuade a hostile radar to track  
a false target. 

Whether it is trying to overwhelm the desired 
signal with noise or fool a radar processor as to 
the position of a target, a jammer usually has to 
overcome a power disadvantage – the system 
being jammed knows the exact parameters of 
the signal it is looking for, whereas the jammer 
has to cover all the bases simultaneously in 
terms of frequency and direction, unless it  
has been given very precise and accurate 
intelligence. This often means that jammers 
transmit at high power over a broad frequency 
band, making them very unfriendly to radio 
communications.

Operators tasked with putting together 
communications plans have long had to  
face this problem, which has been greatly 
exacerbated by the RCIED threat and rapid 
expansion of tactical battlefield networks. While 
proper planning provides some mitigation, too 
often soldiers have had to choose between 
communications and countermeasures.

nn  PLAYING NICELY
Industry this tackling this in several ways, but 
two that stand out can be broadly thought of as 
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certain applications that DSTL is looking at  
for iProTxS.’

nn  PLANNING PHASE
Elsewhere, L-3 TRL Technology’s director of 
business development and strategy Mark 
Minall emphasised the importance of 
integrating jamming with communications  
at the planning stage for any operation. 

‘Modern day electronic warfare and 
communications… should be aligned, and 
those that don’t have them aligned are always 
going to stand into danger,’ he remarked. 

At DSEI, L-3 TRL exhibited its BroadShield 
jammer range, which is designed with comms 
arbitration in mind. Minall argued that it is not 
always practical to have a direct link between 
jamming and communications equipment.

‘What you need to be able to understand is 
the frequencies that you need to transmit on 
to communicate [versus] those of an 
adversary’s comms that you either want to 
attack or defeat as far as force protection is 
concerned,’ he said. ‘It isn’t practical to have 
them joined up and doing that all the time. 
There could be scenarios where you choose to 
do that, but having look-through windows 
that are known is the panacea.’

Traditionally, there has been a separation 
between force protection and electronic attack, 
partly because of organisational considerations, 
but also because of the SWaP constraints 
affecting the available technologies.

However, Minall said that now there is a 
move towards systems that combine these 
capabilities, with examples including the High-
power Compact System (HCS) and Medium-
power Combat System (MCS) versions of 
BroadShield with new firmware that enables 
them to do both with a change of antennas.

‘That delivers great advantages to customers, 
in that one piece of hardware can conduct two 
different jamming roles,’ he added.

nn  ON DISPLAY
Capable of active and reactive jamming, the 
BroadShield HCS provides up to 150W of RF 
power, with up to 30W more available for 

special-purpose jamming. This vehicle-
mounted system can also be used as a 
manpack. The HCS on display at DSEI was in  
a two-stack high- and low-band configuration 
for vehicle installation, in which it would be 
connected to an antenna suited to the threat  
it is intended to counter and the vehicle. It is 
programmed and operated via a laptop and  
an L-3 TRL user interface.

The interface is also used with the manpack 
MCS, which is provided in separate high-  
and low-band versions. Other than that, the 
functionality for the HCS and MCS models  
is the same.

‘They are essentially the same unit, but with 
additional power in the vehicle,’ said Minall. 
While HCS provides a protective jamming 
bubble for a vehicle, MCS does the same for  
a dismounted team – the smallest Lightweight 
Compact System (LCS) meanwhile variant 
protects an individual.

As with all EW, creation and maintenance  
of a threat database is essential to successful 
operations, and L-3 TRL emphasises that 
analysis and understanding of threats enables 
users to exploit BroadShield’s flexibility, itself 
enabled by software-definable mission settings 
for targeted jamming that preserves the use of 
friendly communications.

SDR technology enables responsive 
updating of jamming waveforms to keep pace 
with the threat, particularly as a significant part 
of the danger comes from mobile phones.

Tailored waveforms are increasingly essential 
now that smarts are as important as power 
when the requirement is to jam threats while 
maintaining communications. 

‘It isn’t all about power,’ Minall emphasised. 
‘A lot of people selling ECM equipment 
believe having high power will defeat  
most of the triggers – I don’t think that’s  
true. TRL doesn’t think that’s true, but that 
certainly doesn’t aid working with your  
own communications.

‘So the communicators are never, ever 
going to interoperate with someone that  
is shouting loud for their force protection  
ECM or their electronic attack,’ he added.  
‘So having focused transmissions on the  
right power to defeat [the threat] and to 
achieve your aim is key.’

Airbus Defence and Space (Airbus DS)  
has combined RCIED jamming and tactical 
communications jamming into one system 
with its new software-defined Multi-Role 
Jammer (MRJ). Capable of analysing the 
spectrum of RF signals around a vehicle,  
it can jam signals intended to detonate  
bombs in a target-efficient way. 

MRJ is also designed for an extended role  
in operational SIGINT, notes the company, 
enabling it to contribute to the overall signals 
picture, something that previously required 
separate systems that are both scarce and 
difficult to deploy. Additionally, MRJ technology 
is also intended to support evolving counter-
UAV systems.

nn  UNMANNED UPDATES
Unmanned systems are now becoming a major 
target for jamming. The Bristow trials in the UK, 
the Angelas project in France and product 
launches from companies such as Airbus DS, 
Blighter and Selex ES illustrate this trend.

Harris’s iProTxS is a self-contained 
arbitration box with connections to radios 
and ECM equipment. (Photo: Harris)
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All three of these manufacturers offer 
systems that integrate multiple sensors with 
active RF disruption technology to provide 
detection, tracking, identification and soft-kill 
defeat of UAVs, with a particular emphasis on 
the small, easy-to-operate mini- and micro-
UAVs now available to anyone for a few 
hundred dollars.

Selex ES launched FalconShield at DSEI, 
featuring radar, ESM and camera sensors  
linked to a C2 suite that enables an operator  
to engage any UAV deemed a threat. It also 
includes a smart jamming system that probably 
moves into the cyber realm with its defeat 
mechanism, although capability manager 
Steve Williams was unable to provide specific 
technical details.

‘It is difficult to say any more within the 
classification here, but our capability we think is 
beyond the competition currently,’ he said.

In a video simulation, the company showed 
an interface with a menu that offered the 
operator the option to take control of the UAV, 
which he selected. The video then went on  
to illustrate the directional disrupt device 
transmitting signals to the offending drone, 
apparently forcing it to a controlled landing. 
The other on-screen options were labelled 
‘kinetic effect’ and ‘alert authorities’.

Asked specifically whether the system takes 
control of the UAV, Williams said that 
minimising collateral damage is essential in the 
use of the defeat mechanism.

‘The last thing we want to do is cause more 
problems by attempting to take control and 
then the vehicle crashing into third parties on 
the ground or infrastructure. The whole 
premise of the system as it stands is to minimise 
that collateral effect, and that then is only 
possible with intelligent mechanisms of defeat.’

nn  RULED OUT
Williams ruled out the use of a high-power 
microwave transmitter to permanently 
damage the vehicle’s electronics, unless a 
customer wanted the option within 
FalconShield. The modular system was tested 
against a variety of representative UAVs during 
the recent Bristow trials under the auspices of 
the DSTL.

Asked whether the defeat mechanism could 
be described as analogue or digital – traditional 
RF jamming versus a cyber attack using 
injection of a software command – he again 
demurred. However, he said: ‘I think the 
wiggling answer is we are looking to utilise all 
the capabilities we have within the company to 
deliver a robust capability against what is an 
extremely challenging threat.’

FalconShield is also designed to tackle the 
UAV operator’s ability to control the vehicle as 
well as countering the vehicle itself. 

‘The concept of defeat needs to be cognisant 
of where the ground controller is and where 
the vehicle is, and when you start to look at the 
details of how a defeat mechanism works you 

need to understand both... To defeat the threat 
we need to be able to [counter] what the 
ground controller is doing,’ he added.

nn  SMART RESPONSE
Airbus is more explicit about what its rival 
counter-UAV system does, stating that it uses 
radars, direction finders and IR cameras to 
identify drones at between 5 and 10km and 
then, based on an extensive threat library and 
real-time analysis of its control signals, a jammer 
interrupts the C2 link between UAV and 
operator and/or disrupts its navigation system. 
The direction-finding system also enables 
location and tracking of the operator.

The company emphasises that the smart 
responsive jamming technology it has 
developed attacks only those frequencies used 
to control a drone deemed a threat, leaving 
other frequencies in the vicinity unjammed. 
More sophisticated techniques such as remote-
control classification and GPS spoofing can also 
be used, allowing a ‘controlled takeover’ of the 
vehicle, according to Airbus.

The company adds that the system has 
undergone extensive testing and customer 
demonstrations at its facilities in France  
and Germany and that, depending on 
configuration, it could make an operational 
system available from mid-2016.

Meanwhile, security radar manufacturer 
Blighter Surveillance Systems has teamed with 
EO optics and video tracking specialist Chess 
Dynamics and RF data links house Enterprise 
Control Systems (ECS) to develop the Anti-UAV 
Defence System (AUDS) to detect, classify and 
inhibit the eponymous threat.

Launched in May, the system has since been 
productionised and received enhancements, 
including an optical disruptor and a fourth 
operating band for its RF inhibitor, Blighter 
announced at DSEI. The new features have 
been integrated in response to customer 
comments during trials of the pre-production 
system in North America and Europe over 
recent months.

Blighter’s CEO Mark Radford said that the 
team had carried out more than 150 hours  
of live testing in government trials against  
more than 200 sorties with Group 1 UAVs – 

A number of developers are now offering manpack jamming systems compact enough for use 
by individual dismounted troops. (Photo: Harris)
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experience that led to calls for greater 
modularity and ease of set-up, met in the new 
integrated system whose sensors and effectors 
clip together into a package with a single-lift 
weight of 25kg.

‘Our system has been developed to  
address this UOR and has been successful in 
government-sponsored counter-UAV trials, 
detecting and disrupting a variety of fixed-  
and rotary-wing drones in under 15 seconds,’ 
explained Chess Dynamics’ managing director 
Graham Beall. 

Blighter provides its Ku-band A400-series  
air security radar, a 4W, electronically scanned 
FM continuous-wave Doppler sensor with a 
claimed detection range of 8km and the ability 
to detect targets with a minimum radar cross-
section (RCS) of 0.01m2. From Chess Dynamics 
comes the Hawkeye Deployable System (DS), 

with its dynamic positioning device, Piranha 46 
high-resolution colour video camera, cooled 
midwave thermal imager, Vision4ce combined 
video tracker and detector software and the 
optical disruptor.

Projecting a 1.4° high-intensity light beam, 
the optical disruptor degrades UAV camera 
systems’ automatic gain control settings so that 
the operator loses visibility. The beam also 
reveals the drone to forces on the ground and 
makes it easier to identify.

nn  INTELLIGENT INHIBITION
Meanwhile, the radio jammer, or directional RF 
inhibitor, from ECS features a high-gain  
quad-band antenna and transmits custom 
waveforms specific to the threat to deliver what 
the company calls ‘software-defined intelligent 
inhibition’, with ‘optimised disruption profiles’. 

UAS control frequencies, including 433 and 
915MHz, can be jammed, as the can the 2.4GHz 
control band and GNSS frequencies.

‘Carefully controlled disruption of these 
command links – and the use of the optical 
disruptor – significantly impairs the operator’s 
ability to control the drone and forms a key part 
of the spectrum of techniques used by the 
AUDS to mitigate the malicious use of drones,’ 
said Colin Bullock, CEO of ECS.

Claimed effective range is 2km against 
Group 1 micro-UAVs and several kilometres 
against Group 1 mini-UAVs. 

Taking on new targets and exploiting new 
technologies, modern software-defined, 
comms-friendly jamming systems are 
increasingly vital to any military force’s ability  
to use the RF spectrum and prevent its enemies 
from doing so. DB
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